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Resumo 
 

 
A eletricidade é um dos recursos básicos nas nossas cidades que terá aumento da procura 

num futuro próximo. De modo a evitar o crescimento dos níveis de poluição causados pelo uso de 

combustíveis fosseis para produção energética, a sociedade deverá focar-se, não só no aumento do 

uso de fontes de energia renováveis, mas também em levar ao efeito um consumo e gestão da 

eletricidade mais otimizado e responsável. Através do uso de sistemas de gestão de energia doméstica 

(HEMS - House Energy Management Systems), o consumidor terá a capacidade de melhorar o seu 

consumo energético e assim reduzir a sua fatura energética e pegada ecológica.  

Nesta dissertação são explorados os conceitos de redes energéticas inteligentes, HEMS e 

internet das coisas. É proposto um HEMS de baixo custo, que oferece ao utilizador a capacidade de 

monitorizar o seu consumo e controlar remotamente os seus eletrodomésticos. Também é criado e 

testado um algoritmo de controlo de carga em tempo real que implementa um controlo automático sobre 

o estado dos eletrodomésticos, de modo a reduzir o consumo de pico e a fatura energética de 

habitações, nomeadamente as equipadas com fontes de micro-produção de energia locais.   

O sistema proposto usa uma arquitetura suportada nos protocolos Wi-Fi e MQTT para 

comunicação, módulos com um microprocessador ESP8266 para monitorização energética e ainda 

incorpora uma plataforma e interface gráfica criadas usando a ferramenta Node-RED. Um protótipo do 

sistema foi montado e testado, cumprindo os objetivos estabelecidos. 

 

 

 

 

 

 

 

Palavras-chave: Sistema de gestão de energia doméstica (HEMS), Internet Das Coisas (IoT), 

Algoritmos de controlo de cargas, Node-RED, ESP8266, MQTT. 

 

 

 

 

 

 

 

 



  
x 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

xi 

 

 

 

Abstract 
 

Electricity is one of the commodities where demand is expected to continue to increase in the 

near future. To avoid the growth of pollution caused by the use of fossil fuels for energy production, 

society should not only aim for a wider usage of renewable energy sources but also for a more 

responsible and optimized consumption and management of electricity. By the use of Home Energy 

Management Systems (HEMS), consumers will be able to improve their energy usage and thus, reduce 

their electricity bill and carbon footprint.    

This thesis analyzes the concepts of smart grid, HEMS and Internet of Things, and proposes a 

low-cost HEMS that gives users the ability to monitor their consumption and remotely control their 

appliances. In addition, a real-time load control algorithm was developed and tested, which implements 

automatic control over appliances, to reduce house peak consumption and the electricity bill, especially 

on households with a local micro-production energy source. 

The proposed HEMS uses an architecture supported on Wi-Fi and MQTT protocols for 

communication, ESP8266 modules for measuring energy consumption and integrates a platform and 

user interface created with the Node-RED tool. A prototype of the HEMS was assembled and tested, 

fulfilling the established goals.  
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Chapter 1 

 
1. Introduction 

 

1.1. Motivation and Problem Definition 

 

 Electricity is one essential commodity that is present in most of the households. Considering 

that each day more houses get access to this important resource and that demand is expected to 

continue to increase in a near future, society should guarantee that the increase in energy production 

won’t bring pollution to an even more dangerous level, especially taking into account that the generation 

of electrical energy is currently the largest single source of carbon dioxide emissions. According to the 

International Energy Agency, in 2015 more than 80% of the energy produced in the world came from 

non-renewable natural resources [1] which are known for producing CO2 and other pollutant gases. In 

order to try to reduce this problem, countries should aim to shift their energy production as much as 

possible to renewable energy sources. Relying on renewable energy sources presents many 

challenges, like the fact that production can’t follow demand and renewable sources like wind can be 

unreliable.   

 Achieving sustainable electricity production won’t be enough to surpass this challenge, so 

consumers should also optimize their energy consumption. One way to achieve this is developing smart 

grid and microgrid systems in order to achieve a more controlled consumption that follows as much as 

possible the energy available by the renewable sources in order to minimize the use of fossil fuels.   

Trying to achieve a more responsible energy consumption is not a straightforward task for the 

average consumer. Most consumers only know their energy consumption at the end of each month after 

receiving their energy bill. They may read their supplier power meter but that only gives them the ability 

to know their accumulated energy consumption till that moment and not the instantaneous power 

consumption of their home.  

For consumers to be able to know and improve their energy management, they need tools that 

help them analyze and regulate their consumption habits. This means to know their instantaneous power 

demand and also a history of their power consumption throughout the day.  

 In the case of consumers with micro-production, having an autonomous system that manages 

the house consumption might also be an important tool that gives them the ability to use their produced 

energy with more efficiency and with a smaller monthly electricity bill. 
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In order to address these needs, several home energy management systems (HEMS) have 

been developed, some in the form of products available on the market, other as systems developed or 

proposed on studies.  

Currently available products mostly consist in power meters or domotic modules, that give users 

energy consumption information regarding house and/or individual appliances, and in some cases, offer 

the possibility to manually schedule loads. These products are usually expensive and closed systems 

that offer little adaptability to consumer preferences and rarely offer any type of automation.  

On other hand, studies performed regarding HEMS, simulate complex systems that are able to, 

using multiple electronic plugs, control appliances individually and schedule actions based on artificial 

intelligence or using real time algorithms. A common issue with these systems is that they are not tested 

as physical HEMS and in real scenarios, this way lacking validation. 

 This thesis targets some of the problems identified in current HEMS systems, proposing an 

open and expandable infrastructure, based on available low-cost modules, that allows local and remote 

monitoring of appliances and their manual control. The proposed solution offers also a real-time 

algorithm to autonomously control house appliances. 

 

1.2. Objectives 

 

 This dissertation aims to develop the hardware and software of an open energy management 

domotic system that is based on low cost modules and that gives users the ability to measure their 

power consumption and take action manually or automatically on appliances, to ensure a more rational 

use of energy and reduce their energy bills. Additionally, the system will offer support to micro-producers 

in using their produced energy as efficiently as possible.  

The system to be developed should offer the following characteristics: 

• Be able to measure all house consumption and also individual appliances consumption; 

• Be easily expandable, allowing the user to add new measuring modules (electronic plugs); 

• Have a low cost; 

• Measure current and voltage (in order to evaluate house active power); 

• Measure production from local sources; 

• Be able to cut energy to individual appliances. 

 

Additionally, in the software sphere, the system should offer: 

• Webpage accessible from anywhere with an internet connection; 

• Visualization of power consumption statistics with variable time intervals; 

• Possibility to monitor and control plugs individually; 
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• Categorization of appliances, accordingly with their particularities, ensuring an adequate 

control (e.g. some appliances may have restrictions regarding when they can be switched 

on or off); 

• Real time algorithm to control electronic plugs automatically, based on appliances 

categories, energy consumption and energy production; 

This solution should be developed using open-source software and tools that are widely used 

and supported by the developers’ community. 

 

1.3.  Thesis Outline 

 

The structure of this thesis is as follows:  

• Chapter 2 addresses some concepts relevant to the developed work, like the smart grid, 

Internet of Things, HEMS, load profiles and power measurement;  

• Chapter 3 presents the architecture of developed HEMS as well as the specifications and 

electronic design of the different modules; 

• Chapter 4 describes the creation of the of the HEMS platform, web interface and load 

algorithm, as well as identification of other software required for the HEMS system; 

• Chapter 5 describes the installation of the modules prototypes as well as the functionalities of 

HEMS and its user interface. Finally, it analyses the results of the algorithm tests; 

• Chapter 6 makes a review of developed work and presents suggestions for future changes to 

the HEMS.  
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Chapter 2 
 

2. Literature Review 
 

2.1. Smart grid  

 

Conventionally, the electricity power grid only has one direction of flow, which is from the supply 

to demand side. In this system, suppliers produce energy and must guarantee that all consumers’ needs 

are satisfied. So, consumers are alienated from the challenges such system presents and the 

environmental consequences of their consumption habits. However, increasing awareness of 

governments and populations regarding the dependency of the actual grid on fossil fuels has pushed 

for policies that favor the upgrade of the electrical grid. The grid of the future should ensure that the flow 

of electricity supply and demand should work bi-directional way. [2] 

“A smart grid is a modern power grid that supports bidirectional communication between energy 

providers and consumers for fine-grained metering, control, and feedback”. [3] 

In order to have a functional bi-directional flow of energy, the grid of the future must be smart; 

This means that data should be exchanged between the producers and the consumers with the help of 

multiple sensors and computers that are able to communicate and act automatically. Also, according to 

[4], the smart grid refers to a way of operating the power system using communications, power 

electronics and storage technologies to balance production and power consumption at all level. Table 

2.1 shows a comparison between conventional grid and the smart grid. 

 

Table 2.1: Comparison between conventional and smart grids. 

 

 

 

 

 

 

 

 

 
Conventional Grid Smart Grid 

Energy Flow One way Two ways 

Interaction with the user No Yes 

Control Manual Automatic 

Generation Centralized Distributed 

Energy cut handling Power interruption Adaptive 

Sensors Few Many 
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2.1.1. Smart grid structure  

The smart grid may be divided into three distinct parts [5]: 

• Main power generation – It consists on the electricity producing infrastructure. It is manly 

based on nuclear, thermal and hydraulic power plants. Renewable energies, like wind and 

solar power plants, are also increasing in popularity but depend a lot on changing weather. 

The smart grid uniformly moderates the power generation over the day with the involvement 

of the consumers who communicate their daily demand and production.  

• Distribution system – This part regulates the electricity voltage based on the final electricity 

destination, which can either be residential, industrial or commercial. The electricity is sent 

through transformers to increase the voltage, then goes through high-voltage transmission 

lines to get to substations and is finally regulated.  

• Consumers – In the smart grid, consumers use, whenever available, energy produced 

through their own microgrids and send the overproduction to the grid. Also, with the help of 

HEMS, they manage their energy consumption and communicate to the grid their energy 

production and consumption in order for a better regulation of the energy generated in the 

main power plants. 

By storing enough information about its parts, smart grids help maintain the balance between 

production flows, distribution and power consumption, and also help to identify abnormal situations like 

energy theft. 

 

2.1.2. Microgrid 

A microgrid is viewed as an individual end node of the smart grid, namely a consumer that 

shows some level of energy autonomy. It comprises a local power source, usually PV panels or other 

renewable source generating energy, sometimes a battery storage unit, and a HEMS that is able to 

monitor and control energy consumption through the individual regulation of house appliances. 

Microgrids sizes vary, they can range from a single house to communities with as much as few hundred 

houses. 

 

2.2. Internet of Things  

 

The “Internet of Things” commonly known as IoT is one of the main concepts that powers 

communications on the smart grid. It generally refers to the multiple networks of devices or platforms 

that communicate with each other via wireless protocols and without direct human interaction. 

Connections made through IoT-enabled devices facilitate the rapid and efficient transfer of data needed 

to support a wide range of activities and operations. In this way, the application of IoT technologies can 
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lead to significant operational improvements, such as increased efficiency, better performance and 

enhanced safety [6]. 

The “Things” concept in IoT refers to uniquely identifiable devices with their virtual 

representations in an Internet-like structure and IoT solutions comprising a number of components such 

as [7]: 

• Module for interaction with local or remote IoT devices. Responsible for acquisition of 

observations and their forwarding to remote servers for analysis and permanent storage; 

• Module for local analysis and processing of observations acquired by IoT devices; 

• Module for application specific data analysis and processing. This module is running 

on an application server serving all clients; 

• Module for integration of IoT-generated information into the business processes. 

Focused on IoT data from enterprises; 

• User interface. Visual representation of measurements in a given context and interaction 

with the user. 

Potential applications of the IoT are numerous and diverse, permeating into practically all areas 

of every-day life of individuals. Observing last few years evolution of IoT technologies, it is possible to 

identify five main application areas that comprise most societal trends and challenges for the near future. 

Those main application areas are: health and wellness, transport and mobility, energy and environment, 

security and safety, communication and e-society. Some application examples are presented in Figure 

2.1. 

 

2.2.1. IoT communication networks 

An IoT network can be defined by the total area within which IoT devices are expected to 

operate. Smart home IoT technologies, like HEMS, typically operate on a local area network (LAN), that 

usually cover an area the size of an office or home, within which devices are directly connected either 

Figure 2.1: Main application areas 
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by wire, such as twisted-pair or coax cable, or wirelessly using a wireless communications protocol. 

Other sizes of networks can also be considered, such as the wide area network (WAN) which covers a 

much larger area, such as a group of buildings or remote locations. There are also personal area 

networks (PANs), which typically cover a small area, such as a room. And finally, body area networks 

(BANs) that provide connectivity between a variety of wearable technologies and smart clothes, and 

even implanted devices [6]. 

As mentioned before, IoT networks rely on different wireless communications protocols to 

enable the transmission of data between devices. Some of the more widely used communications 

protocols are: 

• Bluetooth and variants: The Bluetooth protocol operates at distances typically up to 60 

meters (version 4.0), although some Bluetooth-enabled devices will work at distances of up 

to 240 meters (version 5.0). Bluetooth’s principle advantages are its low power consumption, 

the capacity to handle multiple devices simultaneously, and its ability to transmit wirelessly 

without visual line of sight contact. A Bluetooth variant, Bluetooth LE (low energy, also known 

as Bluetooth Smart) offers most o Bluetooth’s communications advantages at significantly 

reduced power consumption and data transmission rates [8]. Bluetooth is the most common 

protocol for PANs and BANs, being available in most smartphones and “smart” wearables.  

• Zigbee: Based on IEEE 802.15.4 standard and developed by Zigbee industry alliance; 

Zigbee was designed for use in IoT applications operating in environments that require 

secure networking and long battery life (at least two years) but that are not data transmission 

intensive [9]. Zigbee-based IoT devices can communicate via line of sight at distances 

between 10 and 100 meters and work in mesh networks (Figure 2.2), which makes it possible 

to create huge networks since any node can become a coordinator and expand the network 

[10]. The main problem with this standard is not being so widely adopted as others, like Wi-

Fi and Bluetooth and also the fact that zigbee modules are more expensive. 

 

• ZWave: It’s a low-power RF communications technology that is primarily designed for home. 

It operates in frequency bands below 1GHz, thereby avoiding interference from devices that 

Figure 2.2: Network architecture of the ZigBee topologies [11]. 
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work on other wireless communications protocols, like Bluetooth, Wi-Fi and ZigBee that 

operate in the 2.4GHz range. It supports full mesh networks without the need for a 

coordinator node and is very scalable, enabling control of up to 232 devices [11]. Z-Wave is 

a simpler protocol than most others, which can enable faster and easier development, but 

the only maker of ZWave chips is Sigma Designs, making it less common. 

• Wi-Fi: A protocol for LAN-based IoT applications and based on the IEEE 802.11 series of 

standards. Wi-Fi works within the 2.4-5GHz frequency band to connect wireless devices to 

a network access point, it has an indoor range of about 20 meters and is able to handle high 

quantities of data [12]. It’s the most widely available wireless standard, with most houses, 

offices and even public spaces using it. Although its fast data transfer speeds make it perfect 

for file transfers and media streaming, Wi-Fi is too power-consuming for many IoT 

applications, making it typically not an option for IoT devices that use batteries. Some 

solutions for the high energy requirements have been developed like, a low power IEEE 

802.11 standard called Wi-Fi HaLow [13] and the use sleep modes on Wi-Fi enabled devices 

in order to extend battery life. One big advantage of Wi-Fi, is recent appearance of the low-

cost ESP8266, which is an easily programable microcontroller with integrated antenna 

device [14]. This device has been adopted by many developers and already has as large 

community of users similar to the ones we find for Arduino and Raspberry Pi. 

Although most used wireless communication protocols were referred above, other should also 

be mentioned like 6LowPAN, Thread, NFC, Cellular and Sigfox, being the last two meant for large 

distances and not usually LANs. 

 

 

Figure 2.3: Main wireless communications protocols. 
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2.2.2. Domotic system 

Domotic system or home automation system is a system responsible for the control of multiple 

electronic devices in a smart home. This smart system, is usually installed on a LAN or PAN and controls 

lighting, heating, ventilation, as well as home appliances in the house. Domotic systems have been 

available on the market for several years, but have been increasing their popularity over time thanks to 

increasing availability of low cost devices, driven by new emerging needs on house comfort, energy 

saving, security, communication and multimedia services [15] as well due to the appearance of multiple 

IoT domotic systems.  

One of the biggest drawbacks in most domotic systems is that devices produced by different 

manufacturers are usually unable to interact with each other. Although more recently it has been 

observed a shift in manufacturers’ policies, and smart devicesi are becoming more easily integrated with 

third party systems. The appearance of many smart assistants like the ones produced by big companies 

like Google and Amazon is one of the main reasons for the push on easier integration of these devices, 

since compatibility with one of these systems is highly demanded by the users. 

 

2.2.3. Home Energy Management System 

An HEMS, also known as SHEMS (smart HEMS) is an essential domotic system for the 

successful demand-side management of smart grids [16]. HEMS monitor and, in some cases, control 

various home appliances in real time according to user’s preferences in order reduce electricity bill and 

improve energy utilization efficiency [17].  

 

2.2.3.1. HEMS functionalities 

Most HEMS have a wide range of functionalities than can be gathered into five main functional 

modules, that include monitoring, logging, control, management and alarm (Table 2.2). 

Not all HEMS possess all the functionalities mentioned above. Usually one system can be 

identified as belonging to one of the following levels, depending on their complexity [18]: 

1. Basic systems only offer informative overview and various graphic forms of general energy 

usage data; 

2. HEMS with complex functions that include information, manual schedule of tasks and control 

either locally or from third parties; 

3. Integrated systems with all the features of the complex functions but that also include the 

possibility for forecasting of loads and local generation at household levels. 

4. Finally, automated operations that provide customer with selection choices to determine 

priorities and will of the home equipment and operation of the local generation or storing 

units. 

                                                     
i Devices produced in order to be integrated on a smart home 
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Table 2.2: Functional modules of HEMS [20]. 
 

HEMS 

modules 
Service description 

Monitoring 
Monitoring offers easy access to real-time information on energy consumption and allows 
users to focus on the electricity saving.  

Logging 
Logging is to gather and save the data information on the amount of electricity usage from 
appliances, generation status and energy storage state.  

Control 

There are two types of control, namely, direct control and remote control. Direct control is 
implemented on both the equipment and control system; whereas, remote control means 
customers can monitor and control the usage patterns of in-home devices via an internet 
connection. 

Management 
It covers a range of services including renewable energy system management service, 
energy storage management service and home appliance management service. 

Alarm 
Alarm will be generated and sent to the smart HEMS center with information on the fault 
locations, for example, if there is any abnormality detected. 

 

2.2.3.2. HEMS architecture 

The architecture of HEMS, although variable, usually follows a common framework. First there 

is a central smart controller that can also act as a communication gateway and provides users with 

monitoring modules and control functionalities. Then, there are multiple smart meters (SMs) that 

measure specific appliances consumption, electric vehicles consumption and full house consumption. 

Finally, there may be meters that measure renewable energy production and storage system data 

(Figure 2.4). After all real-time data from appliances, energy production devices and storage units is 

collected by the central HEMS controller, it is possible to process the data and apply methods to reduce 

energy costs [19].  

 

2.3. Advanced HEMS tools 

 

Apart from classical HEMS functionalities mentioned in 2.2.3.1, some systems have advanced 

tools that, autonomously, may reduce energy bills or provide users with more consumption data using 

fewer hardware.  

As it is explained in [20], over the last decade many studies have been developed about HEMS. 

Most of the research done can be divided into two main categories: predictive energy management and 

consumption and real-time management. While the former category uses prediction models and data to 

forecast the consumption and available supply in order to find the optimum strategy to control the 

electrical devices, usually through load disaggregation algorithms. The second category uses real-time 

algorithms to control the thermal devices or shift the controllable devices to get two important aims: 

reduce the peak to average ratio in load demand and reduce the electricity bills. Regarding energy 
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disaggregation algorithms, they are able to provide user with specific appliance consumption, without 

the need of individual power meters. This type of approach can also be found in many recent studies. 

 

2.3.1. Load disaggregation  

As mentioned above predictive management models rely on load disaggregation algorithms. 

The way these algorithms work is by dispatching tasks in a certain order throughout the day in order to 

reduce costs [5]. The scheduling of tasks is done according to multiple factors: 

• Variation of electricity prices: Depending on the country there might be multiple price tariffs 

available for consumers, e.g. in Portugal [21], you can find three price tariffs from the main 

electricity provider, one that is fixed and also a bi-daily and tri-daily tariffs, and In Illinois 

(USA), in addition to those three price tariffs, it is available a variable hourly electricity price 

tariff [22]. Variable tariffs usually fluctuate with the consumption rate, when there are 

additional costs for operations, maintenance and fuel to produce more energy than usual. 

Therefore, trying to shift consumption to off-peak hours proves to be a good way to reduce 

electricity bills when using not fixed tariffs [23]. 

• Local energy production: Local energy sources like PV panels and wind generators are 

sources of energy that don’t demand almost any maintenance costs after installation. Taking 

Figure 2.4: Overall architecture of a representative HEMS [21]. 
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into consideration that PV panels production can be relatively predictable, tasks should be, 

done whenever it is possible, using energy produced by local sources [23].   

• Storage system: With local storage system is possible to buy energy at cheaper prices and 

use it later or store energy from local sources, creating a great opportunity for savings by 

managing when to charge the battery or when to use stored energy [24]. 

• User needs: Finally, and most importantly algorithms should schedule tasks according to 

priorities and deadlines set by the user when he defined a specific time interval for the 

appliances to run. Some appliances are considered as not shift-able, like a computer or tv, 

while others can be turned on in a flexible way for a period of time, like washing machines 

and clothes dryers [5]. 

In order to find the optimal or close to optimal schedule of tasks, different studies relied on 

different methods. In [23] is used a mixed integer linear optimization technique. In [5] Batmax loading 

algorithms are used instead. Reference [25] uses a modified Mild Intrusive Genetic Algorithm. And, [24] 

and [26] use a custom made optimization algorithms to achieve the same goal. 

The main issue associated with these load disaggregation algorithms is that they are very hard 

to implement in a real HEMS. Also, when they are used, they may require a vast change of consumer 

habits, as a consequence of consumers being required to use appliances exactly at scheduled slot in 

order the save the most. But as big advantage, these methods are the ones that bring the major savings, 

with simulations that report savings up to 47% like in [23]. 

 

2.3.2. Real-time algorithms 

These types of algorithms are usually linear and easy to implement. These algorithms aim to 

reduce energy bill manly using real-time data and shifting/delaying appliances tasks usually not relying 

on prediction methods. There are different ways that real-time algorithms can be applied. The simplest 

way is to control peak power usage, defining a target maximum peak power consumption for the house 

that, if crossed, the algorithm should actuate in order to reduce it. Another way is using local storage 

units and real-time pricing, in which the algorithms can choose for the appliance to run on battery if 

enough charge is available and electricity price is too high [20]. In other studies, the algorithm relies on 

total available power from PV production and the existent power limitationii to proceed with appliances 

control [27].  

Savings in this type of algorithms are reduced compared to load disaggregation methods, with 

reports like [20] mentioning simulation results with savings up to 20%. Nevertheless, these algorithms 

require less computer power and can be easier implemented in a real HEMS, ready to be installed at 

any house.  

 

                                                     
ii Power value established in contract with electricity provider 
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2.3.3. Energy disaggregation  

Energy disaggregation is done by taking a whole house energy consumption, using a single 

power meter (aggregate value), and separate it into appliance specific data, with the help of different 

statistical approaches and algorithms [28]. This type of HEMS advanced functionality, although doesn’t 

alone reduce the electricity bill or gives user suggestions on how to do so, represents a very interesting 

advanced functionality that can be very significant if combined with other techniques, since it uses a 

single measuring device to create a very complete house consumption profile.  

As it is mentioned in [29], RECAP (RECognition of electrical Appliances and Profiling in real-

time) can be used to create a Unique Signature State Information (USSI) for each appliance and achieve 

energy disaggregation. Using a single device, RECAP can be done by: at first place, guiding the user 

for profiling each electrical appliance within the house in order to generate a database signature unique 

to each appliance. Then use those signatures to train an artificial neural network that is then employed 

to recognize appliance activities. And finally provide a Load descriptor to allow peer appliance 

benchmarking. 

Energy disaggregation methods face many challenges listed below: 

• Appliances with similar current draw: The system should be able to discriminate between 

appliances with similar or same energy consumption; 

• Multiple settings: Some appliances can be either tuned according to user needs or have 

different phases/modes with different associated consumption; 

• Parallel appliances activity: The system should disaggregate appliances activity identifying 

each constituent accounting for the total power consumption; 

• Environment noise: The system should be resilient to external factors such as not-profiled 

appliances that can be turned on unexpectedly; 

• Load variation: The energy provider can deploy devices at substation level for power factor 

correction, which can destabilize the matching with the appliance profile; 

• Long appliance cycles: The system should be able to cope with appliance with long working 

cycle, which may result in long profiling periods; 

• Different users signature: The signature is also unique from one user to another user [30]. 

Besides all the challenges presented above, the creation of a large and shared database of 

appliances profiles and, emerging more powerful machine learning algorithms and computer processing 

power, have made it possible for a successful energy disaggregation and for its common use, making it 

present even on some electricity providers power meters as shown in [31]. 

 

2.4. Load profiles 

 

Although most appliances consumption profile is far from a constant value, most studies, 

especially on load disaggregation, consider appliances power consumption to be constant at its rated 
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power without any cycling or variation during its operation. The main reason for flat appliance power 

consumption assumption, is the lack of knowledge regarding detailed appliance operating 

characteristics, and also the lack of publicly available measurement data of multiple appliances and their 

profiles.  

As it can be seen on [32], profile data regarding major household appliances can be a key tool 

in order to achieve a better load and energy disaggregation in a house and increase savings. Also, by 

analyzing each appliance working principle and human habits regarding its use, we may find which 

appliances function can be interrupted or delayed for load disaggregation purposes. Appliances analysis 

done on [32] will be explored ahead.  

 

Seven main appliances were studied in order to identify its operating characteristics and 

opportunities for a demand response (DR) program: 

• Electric clothes dryer: It offers the highest DR opportunity. Deferring or interrupting clothes 

drying loads can reduce the overall household power consumption by a significant amount. 

It is possible to interrupt a clothes dryer operation by disconnecting its heating coils while 

letting the dryer tumble without heat. The interruption period should not be more than 30 

minutes to prevent excessive heat loss. Deferring a clothes dryer start time is also possible, 

up to several hours depending on how quickly a user would like his/her clothes drying job to 

finish. 

• Electric water heaters: It can offer the second highest peak power reduction potential. 

Monitoring the water temperature inside the water heater tank may be necessary. A DR 

implementation can be performed to allow interrupting water heater operation when the hot 

water temperature is within a limit preset by a homeowner. In this case, as soon as the hot 

water temperature falls below a specified threshold, the water heater should resume its 

operation. 

• AC units: They offer somewhat medium DR potential. At present, the best way of controlling 

air conditioners is by adjusting the AC temperature set point. In this case, demand response 

can be performed on an AC unit while simultaneously maintaining customer comfort 

Figure 2.5: Example of a 230 square-meters household load profile [32]. 
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preference. This can be done if the user specifies his comfort range for the room. Then, as 

long as the room temperature is within this specific range, the operation of an AC unit can 

be interrupted. 

• Dishwashers: Also offer demand response potential. Deferral periods can be up to several 

hours depending on customer preference. However, if a dishwasher is in operation, it should 

not be interrupted, as some dishwasher models may not be able to resume their operation 

after the interruption. 

• Clothes washers: Low DR potential. Although similar to clothes dryers and dishwashers in 

terms of user habits, it has a lower power consumption. With the smart appliance concept, 

it’s possible to envision in the future a smart washer with a delayed start time, delayed rinse 

cycle, or spin cycle which will make it more suitable for DR control.  

• Refrigerators/Freezers: They are somewhat different from other appliances due to their 

continuous function. Since refrigerators and freezers, usually, have a low power 

consumption, they have low demand response potential. None-the-less they can be 

interrupted for a few hours without issues if not opened regularly. Most refrigerators have a 

defrost cycle that has a much higher power consumption that usually last for less than one 

hour and is executed once a day (varies a lot, depending on the fridge). See example in 

Figure 2.6. This defrost cycle can usually be delayed for several hours with no issues. 

• Electric ranges/ovens: Alike most kitchen appliances, it has no DR potential. These are the 

loads that should not be controlled, as it will significantly impact customer convenience. 

 

2.5. Power meters and power measurement 

 

The power meter (PM) is the most important tool of the HEMS. As the name suggests power 

meters measure energy consumption and may be implemented using a wide number of technologies. 

PMs usually have one or two sensors, one to measure current and other to measure voltage. 

 

Figure 2.6: Example of refrigerator unit profile on [32]. 
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2.5.1. Current  

When referring to current metering, four main technologies should be considered [33]:  

• Low resistance current shunt; 

• Hall effect sensor; 

• Rogowski coil; 

• Current transformer (CT). 

Although multiple options are available CT is the most commonly used method among today’s 

power meters, because of its low consumption, being able to measure very high currents, low output 

variation with temperature and wider availability. CT biggest issue is its bigger size when compared to 

other current sensors like the hall effect, which can be incorporated in small SMD (surface-mount device) 

chips. This setback makes CT not ideal for all designs.  

 

2.5.2. Voltage  

Voltage metering is not always used due to acceptable error associated with the calculation of 

power consumption, when only using current readings. In this case voltage is considered constant (e.g. 

230V) and phase shift is neglected. Although, error value can be much higher as a consequence of a 

high number of non-resistive loads [34].  

When voltage metering is implemented, an AC/AC step-down voltage transformer is used.  

 

2.5.3. Power 

The most accurate method to calculate AC power is to use instantaneous power [35]. 

Instantaneous power can be obtained as the product of instantaneous voltage and instantaneous 

current. The result of this operation will be valid for any kind of loads, as it works with resistive, inductive, 

capacitive and even the modern harmonics rich nonlinear DC loads. 

In AC, instantaneous power is a combination of two components: the first is constant or time 

dependent value and the second is a sinusoidal function which has twice the angular frequency of the 

voltage and current. It can be obtained from: 

 

𝑃𝑖𝑛𝑠𝑡 = 𝑉𝐼                                    (2.1) 

where 

𝑉 = 𝑉𝑚 sin 𝜔𝑡 

𝐼 = 𝐼𝑚 sin(𝜔𝑡 − 𝜑) 

 

Analyzing Figure-2.7(a) the three waves are current, voltage and instantaneous power. By 

multiplying the value of current and voltage at the particular time, instantaneous power can be obtained. 
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The horizontal line is obtained from the average of instantaneous power wave and corresponds to the 

real power. In Figure-2.7(b) there is a phase shift between the current and voltage. Hence, the 

instantaneous power and average power obtained are lower than in Figure-2.7(a). 

As mentioned above real power (also called active power) can be obtained from instantaneous 

power average: 

 

𝑃 = |𝑉| |𝐼| cos 𝜑                                                (2.2) 

where 

|𝑉| =
𝑉𝑚

√2
 

|𝐼| =
𝐼𝑚

√2
 

 

Apparent power corresponds to the total power dissipated and absorbed (or returned) in a AC 

circuit. It is equal to the product of voltage and current when phase shift is ignored. Apparent power can 

be obtained by taking the product of the RMS voltage and total RMS current. 

 

𝑆 = 𝑉𝑅𝑀𝑆𝐼𝑅𝑀𝑆             (2.3) 

 

Finally, power factor can then be calculated by dividing real power by the apparent power. 

 

                 𝑃𝑜𝑤𝑒𝑟 𝐹𝑎𝑐𝑡𝑜𝑟 =
𝑃

𝑆
 

  

(a)                                 (b) 

(2.4) 

 

(2.4) 

 

(2.4) 

 

Figure 2.7: Waveform of current, voltage, instantaneous power and average power in two situations: 

(a) current and voltage are in phase, and (b) current and voltage are not in phase. [35] 

 



 
19 

Although using current and voltage readings is the most accurate way to determine apparent 

power, it can also be calculated using only current readings and using an estimated 𝑉𝑅𝑀𝑆 value in order 

to determine apparent power. Although it was not possible to find studies, that suggest an expectable 

error value, some informal sources report errors around 5%, although in some situations they can reach 

values around 15%. Some systems, like in [5] [36], only use this method for calculating power, and don’t 

use real power.     

 

2.6. Available systems 

 

At the moment, many products have already been released to the market and many companies 

and startups have produced their HEMS systems to monitor house consumption using various 

technologies. These systems vary from a single device that is able to monitor full house consumption, 

like in the case of systems like “The OWL” [37], “Sense” [38] and “Flukso” [39], to systems with multiple 

plugs that can monitor full house and specific appliances consumption like the “efergy” [40] and “EDP 

re:dy” [41]. All systems mentioned above are able to plot consumption data and the ones with individual 

plugs, offer users the option to manually schedule tasks. In addition some systems like “EDP re:dy” are 

capable of giving advice to the user regarding changing tariff plan in order to reduce the energy bill.  

Products mentioned above are closed systems, only compatible with devices from the same 

manufacturer and have fixed functionalities, meaning that the users may not adapt the product or its 

parts for their special needs. This also means that these products cannot be used for this thesis.  

Some systems developed in other studies, like the ones seen in [42], [5] and [36], are open, but 

expensive and/or outdated, considering the fast development of HEMS related technologies. 

 

2.7. Summary  

 

In this chapter it was analyzed the model of the smart grid and how the end user can contribute 

to it. It was also explored the concept of the Internet of things that is responsible for the development in 

recent years of the “smart movement” that powers the smart grid and also many smart devices networks. 

Finally, it was studied various HEMS functions, the approaches that HEMS use to measure power and 

main characteristics and issues of current HEMS solutions, which justify the present development.  

In the following chapters, it will be described the design and development of a HEMS solution, 

that will support the testing of different approaches in a real-life scenario and will incorporate most 

functionalities of currently available HEMS products. This system will be open, low-cost and use modern 

hardware and programing tools, in order to make it also a good basis for further studies that might need 

a physical platform for testing.  
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Chapter 3 
 

3. System architecture and Hardware 
 

From the analysis of other HEMS it was possible to identify which functionalities would be most 

valued in the system to be developed. As it happens in many studies, the development was separated 

in two areas: one corresponding to the physical system and its assembly, and other related to the 

software and algorithms. In this chapter the physical system will be addressed. 

 

3.1. Hardware requirements 

 

The following set of requirements was established for the physical system: 

• Measurement: Be able to measure house consumption and individual appliances 

consumption as well; 

• Wireless: The system should be able to communicate in a wireless manner using easy to 

implement protocol; 

• Expandable: It should be possible to increase the number of modules on the network; 

• Low cost: System should have a competitive price when compared to products available on 

the market; 

• Renewable sources: Be able to measure energy production from local sources like PV 

panels and wind turbines; 

• Actuation: User should be able to turn off/on appliances locally or remotely; 

• Security and privacy: System data should not be accessible to any unwanted entity; 

• Flexible: System should be open, able to integrate new modules and changes to the existing 

modules or architecture.  

 

3.2. Architecture 

 

Before defining the system architecture, a communication network had to be chosen. Wireless 

communication was selected over wired due to a bigger flexibility and wider adoption in recent years. 

Although Power-line communication (PLC), which uses electrical wiring to carry data, is very common 
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and doesn’t require a new infrastructure, it always requires a physical connection. This means PLC 

might not work in every house, since some houses have a separate electricity circuits. Also, PLC is 

more expensive and harder to develop for, making it not as good option as the more accessible wireless 

protocols.     

After settling in wireless for communication, a protocol had to be select before choosing the 

hardware for the project. Having cost as one of the main factors for the project, ZigBee protocol was 

early rejected due to the high price, with prices for antennas as ten times higher than Wi-Fi alternativesiii.  

The two remaining technologies under consideration were Bluetooth and Wi-Fi. Eventually 

Bluetooth was also excluded. Although it has a lower power requirement and also a good range on more 

recent versions, Bluetooth is still a protocol for shorter distances and doesn’t offer the in-house coverage 

offered by Wi-Fi. Also, Wi-Fi devices have seen an enormous decrease on price since the development 

of the ESP8266 chip, which makes Wi-Fi the best option when price is a priority. Another advantage of 

Wi-Fi is that most houses already possess a Wi-Fi router and LAN network reducing even more the cost 

of this solution.      

Considering all requirements and having the router hosting the Wi-Fi network, it was decided 

that the system should contain the following modules: 

• Main power meter: module to be installed on the main electrical circuit breaker board to 

measure full house consumption;  

• Smart plug: interfacing module, that can be installed between the wall plug and an appliance 

to measure specific consumption data and control the appliance;  

• Server: module responsible to process all the data, store measurements, host the HEMS 

platform and user interface.  

System architecture can be seen in Figure 3.1. In this figure, apart from the developed modules 

mentioned above it can also be seen the router, that creates the local area network (which the modules 

are connected to), as well as offering connection to the internet in order to allow remote access or 

connection to internet services.   

                                                     
iii ZigBee antennas costed close to 30€ at 30/04/17 
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Smart plug will be, from now on, simply referred as plug. 

 

3.3. Plugs and main power meter  

3.3.1. Microcontrollers 

The Arduino Uno/Nano open source microcontroller board was the first option considered to 

implement the plugs and main power meter. This was due to its flexibility, low-cost and huge community 

that facilitates the development for this platform.  

 

 

(a)      (b) 
 

Figure 3.1: Proposed system architecture. 

Figure 3.2: Arduino Boards. 

(a) Arduino UNO and (b) Arduino NANO. 
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These devices are very flexible and easy to use, they include 14 digital input/output pins and 6 

analog inputs (8 in case of NANO), for interfacing with multiple sensors and actuators. They include an 

USB port, which can be connected directly to the computer without the need of an external programmer, 

which is necessary on many other microcontrollers. Both Arduino models are powered by an 

ATmega328P microcontroller from Atmel® which comes with the Arduino bootloader pre-installed and 

makes it straightforwardly programmable by the Arduino IDE (Arduino integrated development 

environment) [43].  

 The second microcontroller considered was the Wi-Fi capable ESP8266 from Espressif 

Systems. This recently developed microcontroller is sometimes used only as a communication module 

for Arduino boards. But since this chip comes equipped with its own general-purpose input and output 

(GPIO) pins and is more powerful in terms of processing and memory capacity than the Arduino, it can 

be used as a standalone device.  

 The ESP8266 is available in multiple modules configurations that are usually identified by the 

term “ESP-” followed by a sequence of characters. The two most commonly found modules are the 

ESP-01 and the ESP-12 and its variations like the ESP-12E, ESP-12F and ESP-12S. The different 

modules vary, manly in terms of size, number of available pins and flash memory size. The ESP-01, 

although it is the cheapest version, only has two GPIO pins available and a reduced flash memory of 

512KB. The ESP-12 has eleven usable GPIO pins and 4MB of flash memory [44]. 

 

 

 

 

 

 

 

  

Due to its superior specifications, the ESP-12 variation is the best choice when connection with 

sensors and actuators is needed, especially considering that the ESP-01 doesn’t have an accessible 

ADC pin.  

 As it can be seen in Figure 3.3(b) the ESP-12 module doesn’t contain any interfacing ports for 

connection to a computer or pins to connect to a programmer, for that reason this module is usually 

soldered into a development board in order to make it convenient for use on projects. There are a vast 

number of different development boards for the ESP-12, one of the most well-known and used is the 

NodeMCU family of boards developed by the ESP8266 opensource community [45]. This family of 

boards contains an USB-To-Serial chip (CH340G or CP2102), that makes it easily programmable, and 

(a)      (b) 

Figure 3.3: ESP8266 modules: 

(a) ESP-01 [14,3*24,8mm] and (b) ESP-12 [24,0*16,0mm]. 
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a friendly pin interface that it compatible with most breadboards. NodeMCU although originally created 

with LUA language as first choice, can also be programed using Arduino IDE and C++ after some simple 

changes to the compiler, and use most Arduino libraries, which makes it simple to use as an Arduino.   

  

 

 

 

 

Table 3.1: Arduino and NodeMCU comparison. 

 

 

  

Category Arduino Uno/Nano NodeMCU 

GPIO Pins 14 11 

Analog input 6 (8 for Nano) 1 

PWM Pins 6 9 

Operating voltage 5V 3.3V 

Pins maximum current  40mA 12mA 

Microcontroller ATmega328P (8-bit) ESP8266 (32-bit) 

Clock Frequency 16MHz 80MHz 

Flash Memory 32Kb 4MB 

SRAM 2KB 64KB 

EEPROM 1KB ----- 

Wi-Fi No Yes 

Average price  ~3€ (clone version) ~3€ 

(a)     (b)     (c) 

Figure 3.4: Main NodeMCU boards: 

(a) NodeMCU V0.9, (b) NodeMCU V1.0 and (c) NodeMCU LoLin V3 
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Analyzing Table 3.1 it is clear that the more recent ESP8266 is much more powerful than the 

older ATmega328P and that it possesses a much larger memory and built-in Wi-Fi capabilities, that 

makes it great for IoT applications, at the same price as an Arduino (which would require an additional 

external Wi-Fi module).  

Due to the reasons above, and in order to reduce costs, a NodeMCU board will be used both 

on plugs and main power meter, in order to handle measurements and communications.   

 

3.3.2. Power measurement 

In the proposed architecture, both plugs and main power meter should be able to measure 

power consumption. Based on size and price, it was developed two power measuring designs: One for 

the main power meter, which will be able to measure current and voltage, and a second design for the 

plug (that requires a more compact design), which will only be able to measure current. The power 

measurement technique described further, will be based on OpenEnergyMonitor project, an open 

source project supported by a large community of developers [46].   

 

Current sensing 

For current measurement two different sensors were selected. The one used on the main meter 

is the SCT-013-000 from YHDCiv, a split core current transformer that can measure up to 100A RMS 

and be easily clipped into the main power line due to its split core design, as seen in Figure 3.5(a). For 

the plugs it’s used a current sensor module based on the ACS712 from Allegro microsystemsv, an Hall 

effect based linear current sensor, that can measure currents up to 30A and has a small size, as seen 

in Figure 3.5(b). 

 

 

 

 

 

 

 

 

  

                                                     
iv YHDC website: http://www.yhdc.us/ 
v Allegro microsystems website: https://www.allegromicro.com/ 

(a)     (b) 
 

Figure 3.5: Current sensors: 

(a) SCT-013-000 and (b) ACS712 module  
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 The ACS712 based module can be directly connected to the analogic input of the 

microcontroller, since it generates a voltage between ground and supply voltage. The SCT-013-000 CT 

needs to be interfaced with a conditioning circuit in order to meet the input voltage requirements.  

 The NodeMCU analogic input, to which the CT will be connected to, is capable of measuring 

voltages from 0V to 3,3V. So, it is necessary to convert CT output to a voltage value within that range. 

In fact, the SCT-013-000 outputs current, which needs to be converted to a voltage using a burden 

resistor. The resistor value can be obtained following these steps: 

1. Choosing the maximum current to be measured: SCT-013-000 has a current range of 0 

to 100A. For this project it was chosen the maximum possible value corresponding to 100A. 

Although a smaller value could have been chosen. 

2. Calculating the peak current on the secondary coil: This can be done by dividing primary 

coil peak current by the CT’s number of turns: 

𝑆𝑒𝑐𝑜𝑛𝑑𝑎𝑟𝑦 𝑝𝑒𝑎𝑘 𝑐𝑢𝑟𝑟𝑒𝑛𝑡 =  
𝑃𝑟𝑖𝑚𝑎𝑟𝑦 𝑝𝑒𝑎𝑘 𝑐𝑢𝑟𝑟𝑒𝑛𝑡 

𝐶𝑇 𝑡𝑢𝑟𝑛𝑠vi
=  

100𝐴 ∗ √2

2000
= 0,0707𝐴 

 

3. Maximize measurement resolution: Voltage across the burden resistor at peak current 

should be equal to one-half of the NodeMCU analog reference voltage (AREF):  

𝐼𝑑𝑒𝑎𝑙 𝑏𝑢𝑟𝑑𝑒𝑛 𝑟𝑒𝑠𝑖𝑠𝑡𝑎𝑛𝑐𝑒 =  

𝐴𝑅𝐸𝐹
2

𝑆𝑒𝑐𝑜𝑛𝑑𝑎𝑟𝑦 𝑝𝑒𝑎𝑘 𝑐𝑢𝑟𝑟𝑒𝑛𝑡
=  

3,3
2 𝑉

0,0707𝐴
= 23,34Ω ≅ 22Ωvii 

  

After the addition of the burden resistor to the CT, it will output a voltage in the range [-

1,65;1,65]V since the current measured is AC. So, it’s necessary to set a DC bias in order to meet the 

input range. This can be easily accomplished by using a voltage divider and connecting the CT ground 

wire to the half supply voltage. For building DC bias it is necessary two high value resistors and a 

capacitor (e.g. 10µF) to provide a path for the alternating current to bypass the resistor. 

The resulting circuit and signals can be observed in Figure 3.6.   

 

 

 

 

 

 

                                                     
vi SCT-013-000 has 2000 turns. 
vii A resistor value smaller or equal to obtained resistor value should be chosen  

(3.1) 

 

(3.1) 

 

(3.1) 

 

(3.1) 

(3.2) 

 

(3.2) 

 

(3.2) 

 

(3.2) 
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Voltage sensing 

Voltage is only measured on the main power meter, and it is done using an AC/AC power 

adapter, in this case it was used a 9VCA adapter from NIMO ELECTRONICviii (ALM081). The adapter 

output also can’t be directly connected to the analogic input of the microcontroller and needs a 

conditioning circuit in order to meet the requirements of the input. The first step is to step down the 

adapter voltage using a voltage divider across its terminals. Variable resistors values can be used for 

the voltage divider, following next steps is one of the possible approaches to choose resistors values: 

1. Find adaptor un-loaded RMS voltage: Due to the poor voltage regulation with this type of 

adapters, when they are un-loaded the output is often higher then rated value. For the used 

model, measured un-loaded RMS voltage was 11,49V which corresponds to a peak voltage 

of 11,49𝑉 ∗ √2 = 16,25𝑉.    

2. Selecting values that minimize risk of exceeding limits: Over and under voltage can 

happen due to uneven consumption. So, resistors value should be chosen in a way that 

protects the NodeMCU inputs from voltage outside its range. Common resistors values for 

this divider are 10kΩ and 100kΩ which will mean a 1/11 ratio at the output of the divider.  

 

𝑃𝑒𝑎𝑘 𝑣𝑜𝑙𝑡𝑎𝑔𝑒 𝑜𝑢𝑡𝑝𝑢𝑡 =  
𝑅1

𝑅1 + 𝑅2
∗ 𝑝𝑒𝑎𝑘 𝑣𝑜𝑙𝑡𝑎𝑔𝑒 𝑖𝑛𝑝𝑢𝑡 =  

10𝑘

10𝑘 + 100𝑘
∗ 16,25𝑉 = 1,477 𝑉 

 

                                                     
viii NIMO ELECTRONIC website: http://www.nimoelectronic.com/ 

(3.3) 

 

(3.3) 

 

(3.3) 

 

(3.3) 

Figure 3.6: SCT-013-000 conditioning circuit [47]. 
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As happened with the CT, a DC bias is needed in order to meet the input range. After 

implementing it, is possible to calculate positive peak and negative peak, respectively 1,65𝑉 + 1,477𝑉 =

3,127𝑉  and 1,65𝑉 − 1,477𝑉 = 0,173𝑉 , both within the [0V; 3,3V] analog input range and leaving a 

0,173V margin for unexpected voltage spikes. If peak values didn’t respect limits, then different resistors 

would have to be chosen in order to achieve a smaller ratio.  

The resulting circuit and signals can be observed in Figure 3.7.   

 

 

 

  

 

 

 

 

 

 

 

 

 

Figure 3.8: ALM081 9VCA voltage adapter. 

Figure 3.7: Voltage adapter conditioning circuit [47]. 
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Power calculation 

Using the current and voltage sensing methods mentioned above, is possible to obtain apparent 

power when only current is measured; And when both variables are measured: real power, apparent 

power and power factor can be obtained. To calculate parameters mentioned we used the emonLib [47], 

an electricity monitoring Arduino library that uses instantaneous power concept, developed by the 

OpenEnergyMonitor team. 

 

3.3.3. Actuators 

In this architecture, main power meter is only used for gathering data and does not require any 

actuation capabilities. On other hand, the plug modules are required to cut power from connected 

appliances, so a relay is needed in order to do so. Since the plugs are capable of reading currents up 

to 30A, a relay also capable of handling that current was chosen, like the one in Figure 3.9. 

 

 

 

 

 

  

 

Since chosen relay works at 5V and the nodeMCU board operates at 3,3V, a simple level shifting 

circuit using a 2N2222 transistor and two resistances was used in order to be able to control the relay 

(Figure 3.11).  

 

3.3.4. Main power meter design 

The main power meter design can be observed in Figure 3.10. This module is based on a 

NodeMCU board connected to an AC/AC voltage adaptor and three CTs. The choice of using three CTs 

was done in order to make this module more flexible, since in a single-phase scenario, which is very 

common, the two spare CTs can be used to measure specific breakers from circuit breaker panel or 

production from a local source. Also, in the case of a three-phase household, the three CT’s can be 

used to measure full house consumption, but only apparent power, since the main power meter is only 

able to measure one voltage.  

Since the NodeMCU board has only one analogic input port, an external ADC was required in 

order to be able to read the four distinct analogic inputs. The external ADC used was the ADS1015 from 

Figure 3.9: 30A relay module. 
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Texas Instrumentsix, and uses I2Cx protocol for communication with the NodeMCU. Assembly schematic 

can be seen in appendix A. 

  

  

 

 

 

                                                     
ix Texas Instruments website: http://www.ti.com/ 
x  Inter-integrated Circuit (I2C) Protocol is a serial computer bus invented by Philips Semiconductor 

Figure 3.10: Main power meter schematic. 
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3.3.5. Plugs design 

Plugs have a simpler design that comprises a NodeMCU board, an ACS712 module (current 

sensor), 30A relay, level shifting circuit and finally a button to locally control relay state. Plugs design 

can be observed in Figure 3.11. Assembly schematic can be seen in appendix A. 

 

 

 

During the late phases of development of this project it was identified a recently launched 

product that could be incorporated into proposed HEMS architecture as a good replacement for 

developed plugs. That product is Sonoff POW (Figure 3.12) from ITEADxi, which uses also an ESP8266, 

and a recently developed chip - the HLW8012 - developed by HLW Technologyxii, that is capable of 

measuring both current and voltage. Although this device could be easily programmed (as it uses the 

ESP8266) and has a similar cost to the develop plug (around 9€), it is not expandable and is limited to 

16A instead of the 30A of the developed plugs. Nonetheless, it confirms that ESP8266 HEMS devices 

have full potential to be market products.  

                                                     
xi ITEAD webpage: https://www.itead.cc/ 
xii HLW Technology webpage: http://www.hiliwi.com/ 

Figure 3.11: Plugs schematic. 
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3.4. Server 

 

The final element of this architecture is the server, which is responsible to aggregate the data 

from the main power meter and available plugs, store the relevant data, manage the HEMS and host 

the user interface and other relevant software. In order to perform these tasks a microcontroller like the 

ones mentioned before is not enough, and a more powerful device is required. For these reasons a 

Raspberry Pi 3 Model B was chosen, due to its capabilities, low price and large support derived from its 

large community. 

  

 

 

 

 

 

 

 

 

 

 

 

The Raspberry Pi is currently the most popular single board computer. It is capable of running 

a Linux distribution, interfaces with usual computer peripherals and even includes several GPIO pins 

that allow direct connection with sensors and other circuits. In this project the Raspberry Pi is connected 

Figure 3.12: Sonoff POW. 

Figure 3.13: Raspberry Pi 3 Model B. 
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directly to the local network. The board needs a power supply and a micro SD card for storage and 

hosting the OS and other relevant software, not requiring other computer peripherals like monitor, 

keyboard and mouse.   

 

3.5. Cost study  

 

In this section it is estimated the cost to build the different modules of the developed HEMS, 

taking into consideration the cost of every element.  

For the circuits shown in figures 3.10 and 3.11, prototyping boards were used, instead of 

breadboards, on the final prototypes. Prices considered in the tables are average prices for single units.  

 

Table 3.2: Main power meter cost analyses. 

 

Component Average price (€) 

NodeMCU board 3,00 

3* SCT-013-000 CT 13,50 

ADS1015 1,70 

AC/AC 9VAC adaptor 7,00 

Passive electronic elements  5,00 

5V power supply 2,30 

Total 32,50 
 

  

As it can be seen in Table 3.2, most of main power meter cost comes from the CT sensors and 

also the voltage adaptor. This should be the reason why, in order to reduce costs, many of the 

commercial products only have one CT and don’t use voltage measurement. For example, if this system 

only used one CT, which would be enough for single-phase installations, the materials cost would reduce 

more than 25% (23,50€). 

 In Table 3.3 is possible to observe the cost if each plug.  
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Table 3.3: Plugs cost analyses. 

 

 

 

Although the total cost of each plug is much lower than most commercial products, it is around 

20%xiii more expensive than a Sonoff POW, referred in 3.3.5. However, it was not possible to explore 

the Sonoff POW and confirm that it would be fully compatible with our solution.  

 Finally, in Table 3.4 it’s the server cost analyses, the module of the architecture with the highest 

cost.  

 

Table 3.4: Server cost analyses. 

 

Component Average price (€) 

Raspberry Pi 3 Model B 40,00 

Power supply 5,00 

32gb micro sd card 15,00 

Total 60,00 
 

 

Using the information form tables 3.2, 3.3 and 3.4, it was estimated the cost of a complete 

system considering three plugs. 

 

                                                     
xiii Considering 11,30€ cost, since Sonoff POW also doesn’t include an extension cord 

Component Average price (€) 

NodeMCU 3,00 

5V power supply 2,30 

ACS712 module 1,50 

Push button 0,50 

Passive electronic elements  2,00 

Extension cord 3,00 

30A relay 2,00 

Total 14,30 
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Table 3.5: System cost. 

 

Module Average price (€) 

Main power meter  32,50 

3* Plug 42,90 

Server 60,00 

Total 135,40 
 

 

It should be taken into account that modules cost is hard to compare with full products since 

shown values only consider the cost of the components, and not assembly. Also, prices shown 

correspond to single elements that, like most components prices, may be quite reduces when bought in 

large quantities. Nonetheless, the developed modules have a very competitive price when compared to 

the products mentioned earlier in section 2.6, on chapter 2, where commercial HEMS and systems 

developed on other studies were analyzed. 
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Chapter 4 
 

 

4. System software and load 
management 

 

Previous chapter addressed the system architecture and hardware designs to fulfill the 

requirements. This chapter details the development of the system’s software and the creation of a web 

platform necessary to implement a fully functional HEMS system. 

 

4.1. System functionalities 

 

The main functionalities identified for the system are:  

• Web interface: The user should be able to easily access the system, using a web interface, 

supporting access from different platforms, locally or remotely;  

• Data visualization: Data gathered from main power meter and plugs should be easily 

accessible. User should be able to see measured values in real time or charts and statistics 

in a user defined time interval; 

• Storage: Acquired data should be stored in a database; 

• Actuation: The user should be able to remotely control plugs state; 

• Automation: System should be capable of autonomously control the state of plugs, in order 

to be able to implement mechanisms to reduce energy consumption and control energy 

peaks, according to user preferences;  

• System status and logging: The user should be able to verify the status of each module 

and access system events, which will be logged.  

 

4.2. Messages protocol  

 

Having Wi-Fi as the wireless networking technology, a compatible messaging protocol had to 

be selected, in order to allow data from the plugs and main PM to reach the server. After investigating 
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the main lightweight messaging protocols used on IoT projects [48], the MQTT and COAP protocols 

were selected and evaluated. 

MQTT, developed by IBM on 1999, is a reliable and low power protocol, that works on top of 

TCP/IP. It uses a “publish/subscribe” model and requires a central MQTT broker to manage and route 

messages among the nodes of an MQTT network, as shown in Figure 4.1. 

 The main advantage of the MQTT communication protocol is its time and space decoupling, 

which assures that messages reach their destination even if the end node is not available at the moment 

(asynchronous communication). The main disadvantage of MQTT is the need of the central broker, 

which can become a single point of failure, rendering the network inoperable in case of broker failure.  

 COAP is a client/server protocol that provides one-to-one “request/report” interaction model. 

Unlike MQTT, which has been later adapted to IoT needs, COAP was specifically designed to support 

IoT with lightweight messaging for constrained devices operating in a constrained environment. 

 COAP main advantage is the fact that is based in UDP, which makes it have faster wake-up 

and transmit cycles, as well as smaller packets with less overhead and no need for a central broker (no 

single point of failure). On the other hand, not having a broker means there is no time and space 

decoupling, so some messages might get loss. 

 At the end, although both protocols are equally capable of connecting system nodes, MQTT 

was selected for this system, mainly due to its maturity and stability. The underlying necessity of a broker 

when using MQTT wasn’t a problem since proposed solution uses a server that can act as the broker. 

This way, even if COAP was used and the server failed, nodes on the network wouldn’t be able to 

achieve any results without a server to receive readings or give instructions to cut power to appliances, 

making it no better than MQTT. 

 

Figure 4.1, shows an example of a MQTT network with a broker and four clients. Clients can 

publish and/or subscribe to multiple topics. When a client publishes to a topic, which other clients are 

Figure 4.1: MQTT publish/subscribe architecture example. 
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subscribed, the broker will route the message. As example, if client 1 publishes to topic A and clients 3 

and 4 (who are subscribed to topic A) will receive the message.  

 

4.3. Main power meter and plugs programming 

 

Both plugs and main power meter are based on the same development board, the ESP8266 

based NodeMCU board, which, as mentioned on 3.3.1., can be programed using Arduino IDE and use 

most Arduino libraries after minor changes. Arduino IDE (Figure 4.2) is an open-source software that 

can be used to program various microcontrollers using a set of C/C++ functions [49].  

 

The main PM and plugs have similar software logic, both of them proceed first with 

measurements and power calculations using emon.Lib, referred on 3.3.2., and then publishing the 

results to a specific MQTT topic using JSON format. This process is repeated every second and the 

plugs, in addition to the mentioned publish functionality, also subscribe a topic regarding the relay, so 

that they can receive remote instructions to modify the relay state. 

 

4.4. Server programing  

 

The server responsibilities, which is by far the most complex element of the architecture, are 

diverse and require the use of multiple software and tools. Its main functions are: to act as a MQTT 

broker, manage the HEMS, host the HEMS webpage interface, host the database, and act as virtual 

Figure 4.2: Arduino IDE interface. 
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private network (VPN) server. The advantage of having all these functions hosted on the Raspberry Pi 

is that this HEMS will be independent from internet and internet services, which means it will function 

as long as electric power is available, assuring a bigger protection of the system’s information. 

Nonetheless, it can be easily connected to internet services which might be useful for further 

development. In this system the internet connection is only required for a daily e-mail report and in case 

the user wants to access the HEMS remotely. Before installing the required software, Raspberry Pi 

requires an operating system to operate. In the system of this thesis Raspbian, a Debian based Linux 

distribution [50], was installed. Figure 4.3 presents an overview of server software structure. 

 

4.4.1. MQTT broker 

When it comes to brokers options for the Raspberry Pi, Mosquitto broker is the standard [51]. 

This MQTT broker developed by Eclipse, is lightweight and implements the most recent MQTT versions 

3.1 and 3.1.1. For these reasons, Mosquitto is the MQTT broker used on this project.  

 

4.4.2. Platform and user interface 

In order to develop the HEMS platform, instead of writing code from scratch, Node-RED was 

used. Node-RED is an open source flow-based programming tool built on Node.js, that simplifies the 

connection of hardware devices, cloud based systems, databases and APIs. This tool, originally 

developed by IBM, was made open-source in late 2013, less than one year after its creation, and is 

already being used by various companies and products [52].  

  Node-RED comes pre-installed in Raspbian operating system and can be accessed through 

any browser on a device connected to the same network as the server. In Node-RED, programing is 

Figure 4.3: Server software structure. 
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done on the browser by connecting “Nodes”, that send messages containing objects to downstream 

nodes (Figure 4.4). A node might have a configurable default function or be fully user-programable, 

using JavaScript. Similarly, to Arduino IDE that has libraries created by the community, Node-RED offers 

users the possibility of using custom nodes created and shared by others.  

4.4.2.1. Node.js 

Node.js is an open-source multi-platform JavaScript-based development and runtime 

environment, built on an asynchronous event-driven non-blocking I/O architecture, to implement 

scalable and data-intensive real-time network applications. This robust, lightweight and efficient 

platform, tested by a big community of users, allows server-side scripting using JavaScript (originally 

only used on the client-side) in order create dynamic web page content before the page is sent to the 

user's web browser [53] [54]. 

 

4.4.2.2. MQTT messages processing 

In order to receive messages from plugs and main PM, Node-RED will act as an MQTT client 

and subscribe to relevant topics, then it will convert the received JSON strings into JavaScript objects 

for easier processing. Information contained on those JavaScript objects will then be used for real time 

visualization, to be stored into the database and analyzed by the load algorithm.  

The process of message reception and conversion can be observed in Figure 4.5, where one 

MQTT input node is subscribed to topic “/pwrMeter/plug1/readings” in order to receive readings from 

Figure 4.4: Node-RED interface. 
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one of the plugs, and a JSON node is used for JSON to JavaScript conversion. The grey node, is a link 

node, used to facilitate connection with multiple nodes. 

 

Node-RED can also send messages, for example when it’s necessary to control the relay state 

of a plug, a message is published to a specific MQTT topic, like “/pwrMeter/plug1/relay”, containing a 

binary value of either one or zero, in order to respectively turn it on or off. 

 

4.4.2.3. User interface 

In order to create the user interface webpage, Node-RED dashboard module was used. This 

module provides a set of nodes to quickly create a dashboard that can be easily operated by the user. 

Provided nodes vary from interactable nodes, e.g. a clickable button, dropdown list and text input, to 

nodes that only display information, e.g. chart, gauge, notification and even a template node that can 

be configured using HTML (Hypertext Markup Language).  

The dashboard can be divided on different tabs each corresponding to a different webpage, and 

each tab can be divided into different groups that correspond to widgets that are dynamically organized 

depending on the dimensions of the screen. User may travel between tabs using the menu on the top 

left corner of the webpage. In Figure 4.6 is possible to observe an example of a tab divided into three 

distinct groups.  

Figure 4.5: Messages reception nodes and example of JSON string. 

Figure 4.6: Example of a tab divided into three groups. 
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Figure 4.7 shows the dashboard visualization of a group from a tab corresponding to one of the 

plugs. In this example, a switch node is used to control relay state, non-editable text nodes are used to 

display apparent power, current, today’s consumption and cost, and a chart node is used for displaying 

the visualization of the power in last twenty-four hours. Although data from the plugs and main power 

meter is received every second, dashboard information is only updated every ten seconds in order to 

avoid slowing down the platform.    

 

Figure 4.8 shows an example of how to go from the JavaScript object (referred on 4.4.2.2.) to 

the dashboard visualization. This case corresponds to the current reading on the dashboard as seen in 

Figure 4.7.  

In the mentioned case five nodes are used, each node rule is explained next, in order from left 

to right: 

1. Link node: outputs the JavaScript object, created on the message reception nodes; 

2. Function node: custom function node that was programed to extract the current field from 

the full JavaScript object; 

3. Aggregator node: configured to gather current values and calculate the average of them 

every ten seconds;  

4. Function node: programed to round the average result;  

Figure 4.7: Example of a group and identification of nodes visualization. 

Figure 4.8: Nodes responsible for current visualization for the plugs. 



  
44 

5. Non-editable text node: used for displaying the value on the dashboard. 

Most values and charts seen on the dashboard follow a similar process with few changes 

depending on the case. 

 

4.4.2.4. System status and logging 

For the sake of the user being able to monitor the status of every module on the network, system 

status and logging tools were developed.  

Three distinct states for modules status were defined:  

• Online: Mode in which modules will be when a constant flow of messages is maintained; 

• Offline: When no messages are received from a specific module for more than thirty seconds 

the module status is changed to offline; When a new message is received, status is changed 

to online again.  

• Error: The error state can be used, for example when PV panels are not measuring 

substantial production during a time of the day that is supposed to have production all year 

round, this can be caused, for example, by a problem with the PV panel system.  

System status tool is very helpful when the user wants to check if any of the modules on the 

network has connectivity issues, caused, for example, due to Wi-Fi coverage limitations. In that case, 

the user might need to either extend the signal with a repeater or connect the module in a location closer 

to the Wi-Fi router.  

The logging tool is responsible for storing and displaying all system messages. System 

messages include: change on the status of a module, variation in the state of a relay of one of the plugs 

and moments when appliances connecting to plugs start or stop consuming.   

 

4.4.3. Load algorithm  

After having a fully operational HEMS, automation was the next functionality to be implemented. 

In this algorithm, two situations were addressed for applying automatic load control.  

One situation is when the user wants to set a maximum instantaneous power consumption with 

the objective of controlling house energy peak consumption. This can be useful either when the user 

wants to avoid unexpected breaker shutdowns due to excessive power consumption, or when the user 

is planning on reducing power category in order to save money and wants to test if his house can 

function within lower tariff limits by using the algorithm.   

The other case is to take advantage of local energy sources like PV panels and wind turbines. 

In this case, the user should be able to set a production energy level (production threshold), above which 

he wants his appliances to run as much as possible using only local sources. This means that, if energy 

production is higher than a defined threshold, and full house consumption is higher than the produced 
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energy, non-essential appliances should be shut off until enough energy is available. This avoids buying 

energy from the provider when exceeding free energy is being produced most of the time. 

The two described situations act as distinct modes that can be activated by the user (Figure 

4.9). Also, both of them can be activated at the same time. These modes will be further described as 

“Max load control” and “Solar saving mode”. Algorithm was implemented using Node-RED nodes. 

 

4.4.3.1. Categories 

In this algorithm, appliances management is done based on the category attributed to each 

appliance by the user. Appliances categories are created by the user, and are classified in terms of 

being interruptible or not and how flexible is the interruption.  

Apart from name and ID number, the user also has to set the following parameters that will be 

used by the algorithm: 

• Interruptible: user can decide if the category should be controlled by the algorithm; 

• Maximum continuous down time: maximum time the appliance can be continuously turned 

off; 

• Minimum down time: time the appliance should be kept off, if turned off by the algorithm; 

This parameter was manly created for devices like fridges and freezers that might have their 

lifespan reduced if repeatedly turned off and on during cooling cycles; 

• Maximum down time: maximum time appliance should be kept off during selected down 

time span; 

• Down time span: number of hours the algorithm will search back in time for appliance state 

in order to determine if maximum down time was exceeded. 

The algorithm will turn off more regularly and for longer time appliances that have more flexible 

parameters, and less often and less time appliances with more restrictive time parameters. 

 

Figure 4.9: Interface to activate control modes  
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4.4.3.2. Algorithm description  

Developed real-time algorithm has a circular structure, and its implementation includes checking 

a set of conditions, in order to find if the appliance/device connected to the plugs should turned on or 

off.  

In the case of max load control, the algorithm is activated simply with user order. On the other 

hand, in the case of solar saving mode, the algorithm requires the user order and also a local production 

power value that is higher than the threshold. In both modes, the algorithm, after activated, will either 

try to increase or decrease energy consumption, depending on the values of consumption and 

production or max load. When it wants to increase consumption, first it checks if there are any inactive 

devices and then, it looks through a devices list (which contains information for each appliance) with the 

objective of deciding which appliance should be turned on. When it wants to decrease consumption, it 

will verify if the number of inactive devices is smaller than the total number of controllable devices and 

then, search through the list in order to find which appliance should be turned off.    

When the algorithm is searching through the devices list it will always avoid, if possible, to turn 

on or off the last appliance controlled by it, to reduce conflict with the user. For example, if the algorithm 

has turned off an appliance and the user locally turned it on, the algorithm will assume that the user 

needs to use the specified appliance at that moment, and will try to turn off another controllable appliance 

instead.  

Figure 4.10: Example of how categories are created by the user. 
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Before changing the state of a device, algorithm will also check if the time constrains explained 

in 4.4.3.1. are respected. In addition, before turning on an appliance, it will look for appliance average 

consumption, and will only turn it on if the average power consumption is smaller than the difference 

between production or max load and consumption.  

Average power consumption of each device is updated once a day, by calculating the average 

power of the device while consuming, during the last seven days. A device is considered to be 

consuming when its power consumption is higher than a consumption value threshold set by the user, 

this is done so that standby consumption is not taken into consideration for average power consumption. 

If both modes are activated, solar saving mode conditions will prevail, e.g. if max load control 

value was set to 2000W and local production is only 1000W, algorithm will start cutting power to 

appliances when consumption is over 1000W.  

To get a better grasp of the algorithm implementation, Figure 4.11 and Figure 4.12, present a 

flowchart of the algorithm for max load control and solar saving mode, respectively. 
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Figure 4.11: Algorithm logic for Max load control. 
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Figure 4.12: Algorithm logic for Solar saving mode. 
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The algorithm is also regularly checking if any of the turned off appliances “maximum continuous 

down” time have been reached. If that happens, the algorithm will turn that appliance on.  

 

4.4.4. Database 

The database used by the platform was created using SQLite and managed using 

phpLiteAdmin. SQLite is a self-contained embedded SQL (Structured Query Language) database 

engine which reads and writes directly to ordinary disk files without the need of a separate server 

process [55]. phpLiteAdmin is a web-based SQLite database admin tool with a simple interface that 

supports most core operations necessary to manage the database [56].   

The created database is divided into different tables that apart from storing information received 

from plugs and main power meter, also contain other important data that should be secure in case of 

server failure, like the different energy categories created by the user, system logs and devices 

information. 

Information received from the modules in the MQTT network is stored on a table “sensor_data” 

(Figure 4.13) that possesses the following fields: 

• Device: identifies the module of origin, e.g. plug1 and plug2; 

• Sensor: identifies which type of reading is contained on that entry, e.g. current and real 

power. 

• Value: value of the reading; 

• Epoch: date of the entry in millisecondsxiv; 

• Timestamp: date of the entry in readable format.   

The reason for existing two fields dedicated to date is that, epoch in milliseconds format is more 

convenient for being processed inside the platform, e.g. when the user wants to search for specific past 

information or when the algorithm needs to check for time constrains. On the other hand, the timestamp 

field is more suitable when directly observing SQL table entries. 

                                                     
xiv Milliseconds between midnight of January 1, 1970 and the date of the measurement 

Figure 4.13: Example of a section of sensor_data table on phpLiteAdmin software. 
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Modules information is stored on “system” table and possesses the following fields: 

• ID: identification number used by the platform; 

• Name: name given by the user; 

• State: state of the module, e.g. online and offline; 

• Category: energy category chosen by the user; 

• Energy state: equal to one if connected appliance is consuming or zero if not; 

• Relay: state of relay, if module is a plug; 

• Last epoch: time and date of last change in relay state, if module is a plug; 

• Average consumption: average consumption of the connected appliance in the last seven 

days. 

The two remaining tables are: “energy categories”, which is divided in the fields already 

mentioned on 4.4.3.1, and “system logs”, which is divided in message id, message text, epoch and 

timestamp.  

Operations on the database are done using Node-RED sqlite node, which executes received 

SQL operations on a database in a specific local directory. 

 

4.4.5. External access  

Having a HEMS platform that can be accessed remotely is also an important functionality when 

the user is not at home and wants to manage the HEMS. Since the developed HEMS server is contained 

on the house LAN, it can only be accessed from devices connected to the same network. One way to 

overcome this setback is by configuring a port forwarding on the house Wi-Fi router for the desired local 

service only accessed on the LAN, which in this case would correspond to the webpage of the HEMS. 

Nonetheless, on this project it was instead created a virtual private network (VPN) since it makes it 

possible to manage all the services remotely and not only the dashboard webpage. In order to implement 

the VPN, OpenVPN software was installed on the Raspberry Pi. 
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Chapter 5  
 

 

5.  Results  
 

In order to validate the proposed HEMS, described in the last two chapters, a testing version 

was assembled and installed in the household of the author of this thesis. This testing version was 

composed by prototypes of the distinct modules, including one main power meter module, three smart 

plug modules, a server and also a solar module. After the installation of the prototypes, the platform was 

configured in order to test HEMS functionalities. 

 

5.1. Installation and operation  

 

The main power meter module was installed on the circuit breaker panel (Figure 5.1). Since in 

this case, the house had a single-phase electricity contract, only one of the CTs was used to measure 

full house consumption and the other two CTs were used to measure consumption of distinct breakers.   

 

 

Figure 5.1: Main power meter installation. 
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The three plugs prototypes were enclosed inside appropriate boxes, in order to be handled 

safely (Figure 5.2). The plugs were then connected to a computer setup, a fridge and a heater. With 

these prototypes, it was possible to create appliances consumption profiles similar to the ones seen in 

other studies [32]. Figure 5.3 shows the consumption profiles generated by the plugs connected to the 

distinct appliances. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5.2: Plug prototype. 
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It’s interesting to see that obtained fridge profile (Figure 5.3(c)) strongly resembles the one 

shown on chapter 2 in Figure 2.6, although the fridge used in this case has a smaller power consumption 

and doesn’t appear to have a defrost cycle. Profiles of the heater and computer also follow what’s 

expected. In the case of the heater (Figure 5.3(a)), when it is on, consumption is very stable and close 

to 400W, which is expected since the heater is based on resistive elements. In the case of the computer 

setup, which comprises a desktop and two monitors, the energy profile (Figure 5.3(b)) is very unstable 

when the computer is on, since computer consumption varies a lot with its type of use. Similarly, when 

computer and monitors are in standby mode, their power consumption is very considerable, especially 

if compared to the fridge and heater. 

The server didn’t require complex assembly, since it’s only composed of a Raspberry Pi, 

memory card and a power supply, which are easily connected. For its installation is only required a place 

with good Wi-Fi signal, so it was installed close to the house router.  

Since the used home didn’t possess any type of local energy source, and it was necessary to 

test the algorithm for that scenario, a solar module was created in order to simulate one. The developed 

solar module consists of a NodeMCU board connected to a small PV panel that can generate a solar 

production profile (Figure 5.4). Although the used PV panel was small with only 0,6W power 

(approximately), its value was multiplied by a factor of two thousand in order to simulate a full 1200W 

PV panel. The used PV panel was then installed in a place with direct sunlight during most of the day 

(Figure 5.5).  

In a normal household, with a local generation system already installed, a plug or one of the 

main power meter CTs would be used to measure generation from local source. That wasn’t possible in 

this case since there was no inverter to convert PV panel generated DC power to 230VAC, and this 

HEMS system is only compatible with AC voltages. 

(c) 
 

Figure 5.3: Example of appliances consumption profiles: 

(a) Heater, (b) computer and (c) fridge. 
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Although, some changes and calibrations were conducted after initial testing in order to correct 

minor errors or reduce the size of the prototypes. Testing showed that all modules functioned as 

intended and communication was successful. 

 

Figure 5.4: Solar module schematic. 

Figure 5.5: PV panel installation. 
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5.2. User interface testing 

 

The user interface dashboard, with the required functionalities, was successfully created using 

Node-RED capabilities. The dashboard was divided in multiple tabs: 

• Home tab: used for overview of all system modules (Figure 5.6); 

• Main tab: used to see all information gathered on the main electrical board (Figure 5.7); 

• Plugs tabs: used for reading plugs individual information and remotely control relay state. 

One tab was created for each plug (Figure 5.8); 

• Solar tab: used for monitoring local generation (Figure 5.9); 

• Report tab: presented on chart format and used to search and compare information from 

the database (Figure 5.11); 

• Cost tab: used to compare the cost of distinct electricity tariffs (Figure 5.15); 

• Advanced tab: used for checking system status, change plugs energy categories and to 

activate load algorithm (Figure 5.10); 

• Logs tab: used to read logging messages; 

• Configuration tab: used for changing some of the systems configurations, like electricity 

price and daily e-mail address. 

Home, main, plugs and solar tabs work with real-time information. At first all the values on these 

tabs were updated whenever new information was received from the modules. But since modules send 

information every second, this meant that the webpages were updated every second, and in the case 

of the home tab, which shows information from all modules, its webpage would be updated multiple 

times each second since modules send data asynchronouslyxv. This continuous information update 

created slow webpages and also affected the platform. In order to correct this issue, variables average 

value was used instead, in order to aggregate information in ten seconds blocks before updating the 

webpages. In the case of the home tab, one minute average value was used instead, since it contains 

much more variables and charts. This change improved the platform performance and the user interface 

experience.  

                                                     
xv Although all nodes send a constant flow of messages of 1 message/second, they are not synchronized between 
each other so the will send messages at different instants every second.    
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Figure 5.6: Home tab. 
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Figure 5.7: Main tab. 

Figure 5.8: Example of plug tab. 
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While some tabs show real time values and charts of the last few hours of power consumption 

or production, the report tab is able to plot information from the database with multiple time windows (1 

day, 7 days and 30 days) and with any start date desired. Another important functionality of the report 

tab is the capability to plot the variation of more than one variable at the same chart and, this way, the 

user can directly compare two or more variables. To exemplify in Figure 5.11 the consumption profile of 

the three plugs is plotted. 

Figure 5.9: Solar tab. 

Figure 5.10: Advanced tab. 
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Testing performed on the user interface showed that it worked as intended, and that the changes 

performed on the platform, like reducing charts update rate, didn’t affect the interface functionality.  

 

5.3. Load control algorithm testing 

 

The algorithm was tested multiple times to observe if appliances would be correctly controlled 

for both algorithm modes. Since house inhabitants have a flexible schedule and weather patterns also 

affect consumption and production, it wasn’t possible to create a fully controlled scenario for the tests. 

So, it would not be possible to fully replicate all appliances usage and energy production in two distinct 

days. Nonetheless, by comparing consumption and production patterns of days that had both saving 

modes activated to days that didn’t, it’s possible to observe clear differences. During the time of the day 

without local generation, it’s possible to observe that the max load control is able to reduce house peak 

consumption, but the effect of the algorithm is much clearer when solar production is high enough to 

activate solar saving mode. In this situation, it is evident that power consumption regulates according to 

local production, making it possible to use more efficiently produced energy.  

Figure 5.11: Report tab (load values shown on VA). 



  
62 

 

 

Figure 5.12: Test A - House energy profile with both saving modes activated and unstable production. 

― Full house load (W)   ― Local production (W)   ― Heater load (VA)   ― Fridge load (VA) 
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Figure 5.13: Test B - House energy profile with both saving modes activated and stable production. 

― Full house load (W)   ― Local production (W)   ― Heater load (VA)   ― Fridge load (VA) 
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Figure 5.14: Test C - House energy profile without any saving mode activated. 

― Full house load (W)   ― Local production (W)   ― Heater load (VA)   ― Fridge load (VA) 
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Figure 5.12, Figure 5.13 and Figure 5.14 show the results of three tests. Test A and B were 

done with both saving modes activated, with a threshold of 400W on the solar saving mode and 1000W 

on the max load control, and the only appliances operated by the algorithm were the fridge and heater. 

Test C was done as a control test with no power saving mode activated. 

Observing the results, it’s clear that consumption varied greatly between all tests and that 

production in test A was very different from B and C. As mentioned before, the variances in consumption 

are manly caused by different decisions made by house inhabitants, while a production variation, like in 

Test A, is caused by variable weather conditions which, in this specific case, was an irregular cloudy 

day.  

Test A is great to show how the algorithm responds to variable local energy source. During 

daytime at many instances, e.g. around 12:00, it can be seen that the sudden drop in energy production 

caused the heater to be turned off by the algorithm. It can also be observed that, when enough energy 

was available, the heater was turned on again. 

In Test B it is possible to see how the algorithm handles the transition from max load saving 

mode to solar saving mode. For example, after 16:00 it can be observed that the algorithm has to turn 

off both loads as the energy production is reducing, and after 17:00 when production is under the 400W 

threshold, the algorithm is able to turn on both appliances since the new limit is the 1000W of the max 

load control. Also, during the time off the day with no production, it can be observed how the algorithm 

shuts off one or both appliances when energy consumption reaches max load limit.  

These examples help to demonstrate how the success of the algorithm will greatly vary based 

on conditions like house energy usage and weather. Nonetheless, other factors like the type of 

appliances used and the number of smart plugs should also be considered. Better results can be 

expected when larger number of plugs, connected to flexible loads, are being used and also when they 

are operating on smaller loads, e.g. two heaters of 500W being controlled by plugs will achieve better 

results than a single heater of 1000W connected to a single plug. 

  

5.4. Extra features 

 

In order to verify the extensibility of the platform and the capabilities of Node-RED tool, some 

extra functionalities were added to the HEMS platform: 

• Cost tab: one of those functionalities was the addiction of the cost tab which can be used to 

help the user analyze which electricity plan is better suited for him. In this tab the user can 

select one of the plugs or main power meter and a time frame in order to see the consumption 

value and compare the cost, both in a simple rate and bi-hourly rate (Figure 5.15).  

• Daily e-mail: other extra functionality also added was the daily e-mail, which sends to the 

user a daily email containing information like last day solar generation statistics, modules 

status and every message from the system in the last 24h. This tool was implemented to test 
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the capability of the platform to interact with external internet services, in this case an e-mail 

service. 

The same way these extra functionalities were created many other can be added in the future.  

Extra functionalities can be achieved by improving local hardware and making changes to the platform, 

e.g. adding thermal capabilities to the plugs in order to control a heater. As well as by incorporating 

other internet services, e.g. connecting to a weather forecast channel in order to better regulate house 

temperature or forecast local production for the day.      

 

 

Figure 5.15: Cost tab. 

 

5.5. System Enhancements  

 

Although the developed system and algorithm fulfilled all the objectives, having an algorithm 

that operates in a reactive way is a limitation, since it will only reduce consumption a few seconds after 

the limit is exceeded, which might not be an option in some cases. 

A system where all major appliances were capable of sending requests to the HEMS for a 

certain energy quota, instead of starting to consume instantly would solve this limitation. In this system, 

appliances would have to wait for HEMS response to their request before start consuming. This way the 

HEMS would be capable of turning off other appliances with less priority before answering the appliance 

which made the request. As an example, considering a load limit of 1000W set by the user and two 

appliances: 

• Appliance A: flexible with a 1000W 

• Appliance B: non-flexible with a 500W 
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In the developed system, if A is running and then B turns on, the energy limit will be exceeded, and 

house consumption will reach 1500W a few seconds before reducing to 500W. On the other hand, in 

the proposed approach, a request for 500W would be sent from B before it started consuming, and so, 

the HEMS would be capable of turning off A before answering B and energy consumption would never 

exceed the established limit of 1000W. 

The proposed improvements would avoid load limit being exceeded. However, it would require 

all major appliances to be capable of sending energy requests to the HEMS and delay or interrupt their 

operation or specific tasks when asked by the HEMS. A system of this type can’t be obtained using only 

plugs like the one developed in this thesis, and all the appliances would probably have to come pre-built 

with this system.  

Therefore, this option is still not available and since it can be expected that consumption 

exceeding the limit for a few seconds, like it happens on the developed system, will not significantly 

affect the electric bill, the proposed system would only be required for cases where exceeding the limit 

is not an option.          
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Chapter 6 
 

6. Conclusions and future work 
 

6.1. Conclusions  

 

In this thesis a Home Energy Management System (HEMS) was proposed, based on low-cost 

hardware and open-source software. The developed infrastructure offers a tool to monitor house energy 

consumption and production, while also controlling the state of appliances, in order to decrease the 

house energy bill and enable the use of locally produced energy in a more efficient way.  

A Wi-Fi network with MQTT messages was used to implement a communication system 

between a Raspberry Pi server and multiple NodeMCU based modules that measure house and 

appliances energy consumption as well as local energy production.  

The Node-RED tool was used to create a HEMS platform capable of gathering and storing data 

collected by power meters, and implement a web interface that gives users the capacity to monitor their 

energy consumption habits and control their appliances.  

The system open architecture and the use of Node-Red allow adding new modules to the 

system and new functionalities to the platform, making the developed HEMS extendable and 

upgradeable. 

A real-time load control algorithm was created to implement automatic control over appliances, 

so that house peak consumption is reduced and the use of locally generated power is promoted. This 

algorithm controls appliances based on their categories and load limit set by the user, and taking into 

account variation of house energy consumption and generation. 

HEMS modules were prototyped and the developed algorithm was tested in a real scenario, 

proving that the algorithm worked as intended. However, it should be noted that, results for a house are 

very dependent on appliances use and weather conditions, which affect the use of thermal appliances 

and energy generation.  

Although the developed system isn’t able to avoid consumption from exceeding, momentarily, 

the maximum load value, set by the user or based on current value of energy production, this fact doesn’t 

have considerable impact in the electric bill. A future system where all major appliances request the 

HEMS an energy quota, before turning on, will be able to avoid exceeding the maximum load set, but 

this is still not possible with the appliances currently available on the market.    
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6.2. Future work 

 

Due to the open architecture of the implemented system, several directions can be explored in 

the future to improve its performance and usefulness. Some of the proposed directions are:  

• Use of energy disaggregation techniques, in order to identify appliances consumption based 

on the main house meter, avoiding the use of individual plugs. This way, the user can get 

more information from the main power meter and identify which appliances should be 

connected to smart plugs in order to be controlled by the load algorithm;   

• Developing forecasting tools for the platform in order to predict house and appliances 

consumption, local power generation and the electric bill;  

• Create plugs capable of avoiding appliances from start consuming immediately, which allows 

the HEMS to decide to turn on the appliance immediately or to turn off, previously, other 

appliances, ensuring the maximum load set is not exceeded.  
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Appendix A 
 

 

 

 

 

Figure A.1: Main power meter assembly schematic. 



  
76 

 

 

 

 

 

Figure A.2: Plugs assembly schematic. 
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